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DIGITALIZATION OF HEALTHCARE IN UKRAINE:
LEGAL SUPPORT OF PUBLIC
AND PRIVATE INTERESTS

Abstract. During 2017-2020, Ukraine underwent systemic changes and digital innovations in
healthcare. An important tool for modernizing the medical, economic and managerial components
of the health care system in Ukraine was the creation of the eHealth system based on the latest infor-
mation technologies. Modern challenges and threats to public welfare give a powerful impetus for
the full use of the potential of digital technologies. Due to the rapid spread of COVID-19, the advan-
tages of digital technologies have worked, which enabled the remote interaction of participants in
medical relationships without the risk of transmission. New challenges for the eHealth system were
created by Russia's military aggression against Ukraine.

Purpose. The article examines the state of legal regulation of digital technologies in the health
care system, keeping a balance between public and private interests, the protection of the rights
of participants, some growing threats to public welfare, their impact on the sustainable functioning
of eHealth.

Research methods. The research was conducted on the basis of analysis of the legal framework,
literature sources, description and generalization of the range of existing achievements and prob-
lems in the eHealth sector. Using the dialectical method, the subject of research is considered not
in a static one-sided form, but as one that is in the process of formation, development and perma-
nent connection with other processes and phenomena of modern Ukrainian society. Through the use
of formal and dialectical logic, objective causal links were established in the subject and conclusions
were made on certain areas of improving the legal regulation of eHealth.

Results. The influence of eHealth and some electronic tools on ensuring the interests of the state,
society, and the rights of individuals is analyzed. An objective causal link between the digitalization
of the health sector and the indicators of quality and safety of health care has been established. Iden-
tified current threats to public welfare, their impact on the health care system and the use of digital
technologies, analyzed possible ways to resolve them legally.

Conclusions. Based on the study, problems and gaps in the use of digital technologies in the health
sector were identified, the need to improve the legal regime of electronic health care services, quality
control and safety of their operation / use, integration and electronic interaction of electronic sys-
tems health care with other information and communication systems. Among the promising research
tasks is the problem of ensuring the standardization of software systems and information security;
finding adequate legal balances between ensuring publicity and transparency of open data and pro-
tection of private information from unauthorized access; technological and legal regulation of service
provision through a modern telemedicine mechanism.

Key words: digitalization of health care, balance of public and private interests, threats to public
welfare.

1. Introduction ship: patients, doctors, medical institutions,
The eHealth system is an information  and the state. The use of the latest communi-
foundation and an important tool for medical ~ cation and information technologies has a sig-
reform in Ukraine, which ensures the rights  nificant positive impact on overall efficiency
and interests of all participants in the relation-  and compliance with current public expecta-
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tions in such a significant area as health care.
In particular, this applies to the efficiency
of administration, the accessibility of medical
care, and the quality of services.

The combination of tools and services
using information and communication tech-
nologies at all stages of healthcare manage-
ment is expected to be a source of efficient use
of resources, improving the quality of service,
and increasing compliance with standards
and overall efficiency of the health sector. The
benefits of digitalization have become obvious
to ensure the interests of both society as a whole
and an individual; both the state and economic
entities of service providers; and specific com-
munities and individuals. However, positive
shifts do not work automatically without proper
legal support, risk management, and threat
response.

Some problems of legal support of relations
in the eHealth realm have been the subject of sci-
entific analysis of the interrelation of the health
sector’s digitalization with indicators of medi-
cal care quality and safety (Ustymchuk O. V.,
2020); the effectiveness and social role of med-
ical institutions in the context of services’ dig-
italization (Horoshko V. I., Hordiienko O. V.,
2021; Popovycheva M., Belovycheva M., 2020);
the benefits of electronic tools to ensure
the interests of the state and the rights of indi-
viduals (Batsenko D., Brahinskyi P., Buchma
M., 2018); risks and threats to the protection
of personal data and privacy (Krytskyi O. 2020;
Shcherbak V., 2020); the improvement of tech-
nological and legal mechanisms to overcome
existing problems (Karpenko O., Osmak A.,
2018; Pashkov V., 2018).

At the same time, the following tasks remain
relevant: generalization of the current state
and prospects of legal regulation of the use
of digital technologies in the health care system
of Ukraine; striking a balance between public
and private interests; analysis of modern prob-
lems of protecting the rights of participants in
relations, the impact of current threats to pub-
lic welfare, in particular, new challenges for
the eHealth system in the context of military
aggression.

2. Legal principles of functioning
of the electronic health care system in Ukraine

The latest information technologies have
acted as a catalyst and an essential tool for
modernizing the medical, economic, and mana-
gerial components of the health care system in
Ukraine. The Concept of Healthcare Financing
Reform approved by the Ordinance of the Cab-
inet of Ministers of Ukraine No. 1013-p dated
30.11. 2016 notes that the transition to a new
system of procurement of healthcare services
is accompanied by the creation and continuous

improvement of a modern platform for collect-
ing and exchanging medical and financial infor-
mation in electronic form. From the very begin-
ning, the Ukrainian government set the task
of the phased introduction of e-health tools.

Legal issues of the functioning and imple-
mentation of eHealth in Ukraine are regulated
by the basic normative legal acts: the Law
of Ukraine “On State Financial Guarantees
of Health Care Services” dated 19.10.2017
No. 2168-VIIIand the Resolution of the Cabinet
of Ministers of Ukraine “Some Issues of the Elec-
tronic Health Care System” dated 25.04.2018
No. 411. These legal documents define fun-
damental concepts, subjects, tasks, functions,
components, and introduction stages of new
mechanisms for realizing state-guaranteed med-
ical care in Ukraine.

The Law of Ukraine No. 2168-VIII intro-
duced a new legal mechanism for provid-
ing patients with necessary medical services
and medicines of adequate quality at the expense
of the State Budget of Ukraine under the pro-
gram of medical guarantees. The advanced prin-
ciples of ensuring the implementation of the pro-
gram of medical guarantees and payment for
the provision of medical services and medicines
are actualized based on the electronic interac-
tion of participants via eHealth. The Resolution
of the Cabinet of Ministers of Ukraine No. 411
determines the technical and managerial archi-
tecture of the selected two-component eHealth
model, which comprises a central database
and electronic medical information systems.
There is an automated exchange of information,
data and documents via an open software inter-
face (API).

The system provides compatibility and elec-
tronic interaction of the central database with
other information systems and state information
resources, i.e., the Unified State Demographic
Register; the Unified State Register of Legal
Entities, Individual Entrepreneurs and Public
Associations; the State Register of Civil Status
Acts; the State Register of Individual Taxpayers;
information systems of the Ministry of Social
Policy; the Unified State Electronic Data-
base on Education; the Unified State Register
of the Ministry of Internal Affairs; the Informa-
tion and Analytical Platform of Electronic Veri-
fication and Monitoring,

Document circulation in the electronic
health care system is carried out in accordance
with the requirements of the Laws of Ukraine,
in particular, “On electronic documents
and electronic document circulation” dated
22.05.2003 No. 851-1V and “On Information”
dated 02.10.1992 No. 2657-XI11. The protection
of information in the central database is guar-
anteed by the provisions of the Law of Ukraine
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“On Information Protection in Information
and Communication Systems” dated 05.07.1994
No. 80/94-VR, and the processing of personal
data in the electronic health care system is car-
ried out in compliance with the requirements
of the Law of Ukraine “On Personal Data Pro-
tection” dated 01.06.2010 No. 2297-V1.

As of now, eHealth is one of the largest elec-
tronic systems in Ukraine. E-health functionality
allows for a conclusion, amendment, and termi-
nation of public health contracts and contracts
for reimbursement under the medical guarantees
program; preparation and submission of elec-
tronic reports, primary, settlement, and other
documents under contracts through the central
database; registration of users in the central
database; preparation, submission, and review
of healthcare declarations, prescriptions, refer-
rals, and medical records; exchange of informa-
tion and documents through electronic offices
following user access rights; giving patient (their
legal representatives) consent to access their per-
sonal data; searching and reviewing information
in the central database in accordance with user
access rights. The available functionality is con-
stantly updated.

Thus, the essence of medical reform in
Ukraine is characterized by two main inno-
vations: a change in financing principle
and the introduction of an electronic health
care system. E-health acquired its institution-
alization precisely as a system of information
relations among all participants in medical
relations — the state, service providers, medical
workers, and patients. The relevant relation-
ships are based on the cost-effective and safe use
of information and communication technolo-
gies designed to support the health care system,
including health services, preventive health
surveillance, health literature and health educa-
tion, knowledge and research.

3. The impact of the digital transformation
of health care in Ukraine on striking a balance
between private rights and interests of the state

In the course of the actualization of the core
elements of medical reform in Ukraine — legal,
financial, managerial, technological, and infor-
mation — important goals of solving exist-
ing urgent problems were achieved; the state
interest in creating conditions for providing
high-quality, affordable services and appropri-
ate guarantees of citizens’ rights to health care
and medical care was guaranteed. Scholarly
studies have established the objective causal
relation of the digitalization of the health sec-
tor with the indicators of medical care qual-
ity and safety. A team of researchers from
the University of Sydney prepared a report on
behalf of the Australian Commission on Safety
and Quality in Healthcare, “Impact of Digital

42

Health on Safety and Quality of Health Care.
The experts concluded the following: e-patient
portals provide patients with the secure access
to their health information and help consumers
to become active participants in decision-mak-
ing about their health care; introducing digital
health initiatives into healthcare organisations
can produce significant benefits to patients
and healthcare providers, in particular, improve-
ments to quality, safety and efficiency of patient
care (Shaw T, Hines, M., Kielly-Carroll C.,
2017, p. 4, 6).

O. V. Ustymchuk, in her dissertation
research, summarized that healthcare manage-
ment technologies based on digitalization come
into action as factors “reducing the total costs
of budgets at all levels to maintain the industry
while simultaneously increasing the efficiency,
availability, convenience, ubiquity, equality,
and gratuitousness of its basic services for pri-
mary care, such as: collection, preservation
and ensuring the systemic availability of patient
data, his/her history; automatic queue man-
agement; software assistance to the patient
regarding compliance with the treatment
regimen; electronic prescription and order-
ing of drugs, electronic primary counseling”
(Ustymchuk O.V,, 2020, 4).

As proven by V. 1. Horoshko and O. V. Hor-
diienko, thedigitalization of servicesamid aback-
drop of the digital economy improves the effi-
ciency and social role of medical institutions by
increasing the availability of services (Horo-
shko V. 1., Hordiienko O. V. 2021, 74). Slovak
researchers highlighted the social contribution
of an electronization factor towards advancing
medical care of patients and protecting their
rights in the following areas: reducing the level
of financial and pharmaceutical load driven by
no duplication in prescriptions, supporting pre-
ventive programs and improving public health,
home care for immobile patients, continuous
monitoring of chronic conditions, etc. (Popovy-
cheva M., Belovycheva M. 2020, pp. 25-26).

Particular electronic tools bring significant
benefits to guarantee the interests of the state
and the rights of private individuals. The dig-
ital format of the certificate of incapacity for
work solves several problems in a single shot:
control is strengthened, and abuse options are
highly reduced; budget funds for the manufac-
ture and procurement of paper forms are saved,;
time spent by the staff on paper work is cut.
Maintaining a special Register of certificates
of incapacity for work provides a wide range
of opportunities for users, in particular, for
entering, processing, searching and publishing
information using handbooks and classifiers
of state registers, the International Statistical
Classification of Diseases and Related Health
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Problems (ICD-10) and the International
Classification of Primary Care (ICPC-2-E);
publishing the registered data periodically.
Such legitimate opportunities are available to
information exchange entities, insured persons,
and insurance carriers.

A crucial part of the central component
of the database is the integrated electronic
medical record of the patient (EMR), which
is a systematic and standardized list of patient
medical records in electronic form that can be
created in different health care facilities or links
to records that can be stored in other informa-
tion and communication systems. Under its key
concept, an EMR is a digital recording available
in real-time and focused on the patient’s which
provides immediate and secure access to patient
data for registered users. An EMR gathers
patient information.

As clinicians note, “A personalized patient
card, which includes specific features, of which
the doctor identifies the necessary ones, allows
for recording the concrete manifestations of dis-
eases that are crucial for assessing the social
adaptation of the patient and his need for med-
ical, psychological, and pedagogical correction.
An EMR is developed under a single scheme in
the form of questions with alternative answers
and text boxes to enter information about
the individual characteristics of the disease. The
coding of characteristics is carried out automat-
ically when selecting characteristics on the dis-
play screen from built-in classifiers, which com-
prise not only diagnoses and functional changes
but also the nature of changes in body organs
and systems” (Azarkhov O. Yu., Zlepko S. M.,
Bielousova O. V., 2012, p.12-14).

The digital model of medical records is
of paramount importance for realizing univer-
sal coverage of health care services, facilitating
the processes of making a diagnosis and treat-
ment of the patient by providing prompt, com-
prehensive and up-to-date data on the patient
directly at the place of medical care (Batsenko
D., Brahinskyi P,, Buchma M., 2018, p. 14).

The advantage of maintaining an EMR
compared to paper medical records is advanced
patient privacy. The electronic personal account
permits each patient to gain access to informa-
tion about the results of medical services pro-
vided and all medical records, submit or cancel
the declaration and review its status, download
and print the necessary documents and take
other actions under the legislation on the elec-
tronic health care system.

4. Modern threats to adequate protection
of personal data processing and their legal
elimination

The information and technological com-
ponent of the healthcare sector has many

problems related, in particular, to the compat-
ibility of information and communication sys-
tems, the imperfection of information and net-
work infrastructure and interaction between
country-wide registers, the lack of automa-
tion and change management specialists,
the lag of financial support and the development
of effective international, interdepartmental
and intersectoral interaction, etc.

Among the urgent problems that need to
be legally resolved, a separate block involves
settling issues regarding the proper protection
of personal data processing. The issue of acces-
sibility, proper storage, and access to data is
global and triggers concern at the level of inter-
governmental bodies. The European Parlia-
ment Resolution of 14 March 2017 on funda-
mental rights implications of big data: privacy,
data protection, non-discrimination, security
and law-enforcement (2016/2225(INI)) rec-
ognises the significant potential of data-driven
technologies, services and big data as catalysts
for economic growth, innovation and digital-
isation in the EU. However, big data also pose
considerable risks to personal data protec-
tion and privacy. O. Kritskyi noted that “one
of the most dangerous ones is data leakage when
confidential patient information may become
publicly available” (Krytskyi O., 2020, pp.
88-89). V. Shcherbak also indicates the danger
of data security vulnerability in electronic com-
munication (Shcherbak V., 2020, p. 141).

The Ukrainian version of eHealth is
built according to world standards of quality
and security of information systems and con-
sidering the experience and mistakes of other
states. In particular, the central database com-
plies with the best world practices in data
protection and with the involvement of inter-
national specialists, and the system architec-
ture has undergone expert appraisal. Its con-
struction relies on the advanced experience
of organizing complex systems: access control,
two-factor authentication, isolation of indi-
vidual components and databases, and much
more. The central database is protected against
attacks and intrusions and, in addition, has
a unique business logic that verifies data integ-
rity to avoid any spoofing or unauthorized data
interference. When developing components
of the electronic healthcare system, cybersecu-
rity specialists from several independent com-
panies were involved and cybersecurity audits
were conducted at each stage. As a result, it
was found that the data center meets interna-
tional standards (certificate of conformity ISO
27001:2013, certificate No. IND17.0398,/U
issued by Bureau Veritas) and Ukrainian stan-
dards (SSSCIPU certificate of conformity No.
14162 dated 22.07.2016) of data protection.
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However, the threat of “cyber theft”
of patient data remains acute in Ukraine, as well
as in democratic European countries. When
discussing the choice of technological and legal
pathsthat can protect privacy and data, an expert
environment increasingly raises the issues
of the fundamental shortcomings of a central-
ized data storage system. Nevertheless, a block-
chain, as a decentralized platform for operations
between equal partners in a secure environment
protected from unauthorized access, makes it
possible to perform homogeneous transactions
safely, helps simplify and accelerate the pro-
cesses of collecting and sharing information,
and protects them from many risks, including
fraud and counterfeiting. Experts recommend
using the healthcare blockchain in several areas:
tracking drug supply chains, maintaining pub-
lic registers (Klymenko 1., Lozova H., Akimova
L., 2017), storing patient data (Karpenko O.,
Osmak A., 2018, p. 60), and smart contracting.

According to the project “Digital Agenda
of Ukraine — 20207, launched in 2016 on
the initiative of the Ministry of Economic
Development and Trade of Ukraine, block-
chain, the technology of a distributed peer-to-
peer public network that can store data about
transactions permanently and without the pos-
sibility of changing it and which is protected by
cryptographic means, is among the 10 key stra-
tegic technologies for Ukraine that can trans-
form such public sectors of Ukraine as educa-
tion, medicine, transport, and service (Tsyfrova
adzhenda Ukrainy-2020, 2016, p. 55). However,
as V. Pashkov rightly notes, “there is a problem
with legal support of the relevant innovation,
not only in the health care sector but in soci-
ety as a whole” (Pashkov V., 2018, p. 33). The
lack of proper imperative rules will make it
impossible to guarantee the rights and inter-
ests of all stakeholders and hence, neutralize all
the positive effects of the latest technologies in
the health care system.

Some ways and means of solving the exist-
ing problems are proposed in the “Concept
of the electronic healthcare system” approved
by the Ordinance of the Cabinet of Ministers
of Ukraine dated 28.12.2020. The document
defines the priority areas of regulatory and legal
support for the development of e-health by 2025.
They involve the determination of requirements
for elaborating e-health services and control
over the quality of advanced functionality;
improvement of approaches to electronic iden-
tification, authentication of e-health users
and standards for the exchange of health care
data, procedures for maintaining registers in
the central database of the electronic health sys-
tem, keeping forms of medical documentation,
and the functioning of medical statistics, etc.;
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the regulation of access of subjects providing
administrative and other services to the data
about client health, considering legislative
requirements for the protection of information
and personal data; ensuring the integration
and electronic interaction of the e-health sys-
tem with other information and telecommu-
nication systems; regulation of the processing
of personal data, in particular, those that pose
a specific risk to the rights and freedoms of data
(health data) subjects, their repeated deper-
sonalized use for statistics, scientific research,
and other purposes different from providing
medical care; harmonization of national stand-
ards with worldwide standards and classifiers,
implementation of internationally accepted
and common standards in Ukraine for further
integration with the world information space.

5. New challenges to the eHealth system
under military aggression

The military aggression of the Russian Fed-
eration launched on February 24, 2022, made
adjustments to the functioning and devel-
opment of eHealth in Ukraine. At present,
dozens of health facilities and health work-
ers have been attacked. And these numbers
are growing every day. Internal displacement
of Ukrainians caused an uneven distribu-
tion of the burden on the health care system:
the number of users increased in the west
of the country and decreased in the east. The
above also affected the load on some medical
information systems.

Due to new challenges, the development
of some planned projects was shifted in time,
and the launch of others was postponed. The
tasks of stable functioning of the entire health
care system under martial law became a prior-
ity. It is primarily about maintaining the stable
operation of eHealth, safe entering of medical
data into the system, providing and improving
key services, and ensuring maximum protection
of the entire eHealth cyberspace.

Asetofinnovations wereinitiated asthe need
of the hour. Given the necessities of martial law,
nursing staff functionality was finalized “Nurs-
ing staff workplace”. It allows users to register
with the system and get the appropriate access
rights; search for electronic medical records;
form packages of diagnostic reports; record
treatment procedures; check, process, and reject
electronic referrals; enter vaccination data; view
manipulation details, etc.

The work of nursing staff in the system
makes it possible to redistribute the digital load
of doctors and provide the necessary perma-
nent access of nursing staff to patient medical
data, treatment history, manipulations, etc.,
and therefore to be involved in the treatment
process more effectively.
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Nowadays, the MoH Order “On Amend-
ments to the MoH Order dated 01.06.2021 No.
1066 and the Procedure for Issuing (Forming)
Certificate of Incapacity for Work in the Elec-
tronic Register of Certificates of Incapacity
for Work” dated 22.04.2022 No. 675 regulates
the possibility of remote registration of a cer-
tificate of incapacity for work by the categories
of pregnancy and childbirth, orthopedic pros-
thetics, systemic disease or injury, and care for
asick child. During martial law, consulting phy-
sicians controlling pregnancy under outpatient
treatment are entitled to provide women with
medical reports in the category “Pregnancy
and childbirth” without a personal examination
of such women but by relying on the results
of remote interaction with them. Such an option
is now available to those citizens who are abroad.

A new basis for the awarding a paper certif-
icate of incapacity for work has been regulated:
the patient’s violation of the term of application
for the prolongation of temporary disability due
to force majeure in martial law, if the patient
remains incapacitated at the date of application.

However, the current major challenge to
the entire health care system of Ukraine is
the ability to provide all those who need it
with medical care regardless of the distance
and request time. In the context of hostilities,
the remote forms of interaction of medical care
subjects become critically important. It espe-
cially applies to the implementation of medical
interventions according to vital indications,
which are urgent.

Modern technological solutions permit
connecting experts from different countries
in real-time, which contributes to receiving
valuable professional recommendations spe-
cifically during operational interventions.
Thus, international humanitarian assistance to
Ukraine includes a supply of medical equip-
ment and IT services that provide constant
access to medical care.

Remote provision of medical care to
the injured military and civilians, in particular,
the treatment of blast and gunshot wounds, is
an innovation of telemedicine. In the regions
of active hostilities, a joint pilot project on tele-
consultation in the treatment of blast and gun-
shot wounds is being implemented with inter-
national partners. Within the pilot framework,
a telemedicine service will be available to doc-
tors, and thus, they will obtain video advice
from a specialist from a highly specialized
healthcare institution. Starting from March this
year, in Lviv doctors have been using a unique
innovation for treating the wounded — a state-
of-the-art augmented reality device. (1% gener-
ation device HMT-1 of the American company
RealWear). Equipped with a powerful camera

with a convergence function and two micro-
phones, the device is attached to the doctor’s
head and controlled by voice. Such a techno-
logical solution is indispensable when helping
injured and wounded patients due to military
activities.

In today’s circumstances, telemedicine
is the most demanded mechanism capable
of ensuring timely access of the population
and the military to the necessary medical
services. Telehealth services are an element
of the global eHealth standard without which
modern electronic health services are incom-
plete. Such alloy of the latest technologies, med-
ical science, and medical skill generates a syn-
ergistic effect in the health care system, which
will assist in achieving a new quality of medical
services available to the country's entire pop-
ulation. At the same time, the widespread use
of telemedicine tools that should take place in
the short term requires simultaneous refor-
matting of several components: the readiness
of medical care subjects; the availability of mod-
ern technological platforms; conformability
of regulatory framework.

5. Conclusions

The application of modern information
technologies is an essential tool of health care
reform introduced in Ukraine, which has
already improved the industry’s efliciency
and transparency. The chosen eHealth model
combines safety, user-friendliness, and interop-
erability requirements for information exchange
between different medical information systems.
The system also ensures the compatibility
and electronic interaction of the central data-
base following the procedure established by law
with other information systems and state infor-
mation resources.

However, eHealth currently has many prob-
lems related, in particular, to the compatibility
of information and communication systems,
the imperfection of information and network
infrastructure and interaction between national
registers, the shortcoming of some registers,
the lack of automation and change management
specialists, etc. Among the urgent problems
that need to be legally resolved, a separate block
involves settling issues regarding the proper
protection of personal data processing, incl.,
those that pose a specific risk to the rights
of personal data subjects.

The immediate urgent tasks for legal
research involve ensuring the standardization
of software systems and data security; find-
ing adequate legal balances between publicity
and transparency of open data and protection
of private information; technological and legal
regulation of the provision of services via a mod-
ern mechanism of telemedicine.
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IIUOPOBI3AILII OXOPOHHU 3/I0POB’Sl B YKPAIHI: IIPABOBE
3ABESITEYEHHA ITYBJIIYHUX TA IIPUBATHUX IHTEPECIB

Anoranis. [Tpotsrom 2017-2020 pokis B Ykpaini BigOyIics cucTeMHi 3pylieHHst Ta iudpoBi HOBO-
BBEJIEHHSI B OXOPOHI 3/I0POB’sT. Bak/ImBIM iHCTpyMEHTOM MO/IepHi3ailil MeIMYHOI, EKOHOMIYHO]I Ta yIIpaB-
JIHHCBKOI CKIAI0BUX YaCTUH CHCTEMU OXOPOHH 30pOB’a B YKpaini cramo cropenns cucremn eHealth
Ha 3aca/laX HOBITHIX iHGopMaIiiHux TexHosoriit. [oTy:KHOTO MOMTOBXY JJIsT MIMPOKOTO BUKOPUCTAHHST
norexiiany udpPOBUX TEXHOJIONI HAAKOTh CyYacHi BUKJIMKK Ta 3arPO3K CYCILIbHOMY GJ1aromosyqyio.
Buacainok crpimkoro nomupenas COVID-19 cnpaiioBanu nepesaru mupoBUX TEXHOJIOTIH, SKi gann
MOJKJIMBICTD ANCTAHIIIHHOI B3aEMO/IiT YUaCHUKIB MEIMIHIUX TIPABOBIAHOCKH 6e3 pUHKY mepeaadi iH(pek-
uii. Hosi Bukmaku ayis cucremu eHealth Gyio creopeto BiiicbkoBoto arpecieio PD nporn Ykpainu.

Mema. Y cTaTTi OCHIIKYIOTBCS CTAH MIPABOBOTO PETYJIIOBAHHS 3aCTOCYBaHHS IIU(MPOBUX TEXHOJIO-
riit y cucTemMi 0XOpoHH 3110pOB'st, 3abe3neueH s GamaHcy myOIiyHIX Ta IPUBATHUX iHTepeciB, mpobieMu
3aXHUCTY TIPaB YYACHUKIB BIIHOCHH, OKPEMi 3pOCTaloyi 3arpo3u CyCIiibHOMY G1aromnony dio, iXHiil BIUIMB
Ha crae GynkiionyBants cucremn eHealth.

Memoou docnidscenns. JlocisKeHHsI MPOBEIEHO HA 3acajlaX aHaIi3y HOPMATUBHO-TIPABOBOI Hasu,
JITEPaTypPHUX JIFKEpesl, OMMCY Ta y3araJbHEHHsl CIEKTPa HAasBHUX JOCATHEHb Ta MPOOJeM Y CEKTOpi
eHealth. 3a g0moMoTOM0 AiAIEKTUYHOTO METO/Y TPEAMET HOC/IKEHHS! PO3IIISIIAETHCS. HE Y CTATHYHOMY
OJ(HOOIYHOMY BUIJISII, a SIK Takwii, mo mnepedyBae y IpoIeci CTaHOBJIEHHS, PO3BUTKY Ta TlePMaHEHTHOL
TMOB'SI3AHOCTI 3 IHITMME TIPOTIECAMHE Ta SIBUIIAMU CYYaCHOTO YKPATHCHKOTO CYCIIiIbCTBA. 3aB/ISKU 3aCTOCY-
BaHHI0 3aC06iB (hOPMAIBHOI Ta AialeKTUYHOT JIOTiKK OYJI0 BCTAHOBJIEHO 00'€KTUBHI IPHMYMHHO-HACIIKOBI
3B'SI3KH Y TIPEIMETi Ta 3p06JIEHO BUCHOBKH MIO/I0 OKPEMEX HATIPSIMIB BIOCKOHAJIEHHS TPABOBOTO PETYIII0-
BanHs cucremoro eHealth.
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Pesyavmamu. 1Tpoananizosano Brms eHealth Ta okpemMux eeKTpoHHUX IHCTPYMEHTIB Ha 3abe3rie-
YeHHs THTEPeCiB JePIKaBH, CYCIIIBCTBA, IPaB MPUBATHUX 0cib. Beranosieno o6 eKTUBHUI TIPHYHHHUIL
3B’s130K 1U(POBi3aIii CeKTOpa OXOPOHM 310POB’A 3 MOKA3HUKAMU SKOCTI Ta Oe3NeKH HaJaHHS MeIny-
HOI JIonOMOTH. BUsIBIEHO Cy4acHi 3arpo3u CyCHiibHOMY OJIATOMOIYYYIO, iX BILUIMB HA CHCTEMY OXOPOHH
3/10pPOB’S Ta Ha BUKOPUCTAHHS IIN(POBUX TEXHOIOTIH, TPOaHATI30BAHO MOKJIIBI MIJITXHU /71T IX TIPABOBOTO
BUPINICHHS.

Bucnosxu. Ha mijcrasi poBefieHOr0 HOCTi/UKEHHS BUSIBIEHO MPOOJIEMH Ta TIPOTATHHI Y 3aCTOCY-
BaHHi [U(POBHUX TEXHOIOTII Y CEKTOPI OXOPOHH 3/I0POB’sT, HATOJIOIIEHO Ha HEOOXIIHOCT] BAOCKOHATICHHSI
[PABOBOTO PEXKUMY TOCJIYT €IEKTPOHHOI CHCTEMU OXOPOHH 3/I0POB’sI, TTOPSIIKY KOHTPOJIO SIKOCTI Ta Ge3-
MeKH iX (QyHKIIOHYBaHHsI/BUKOPUCTAHH S, 3a0e3eueH s iHTerpaii Ta eJIeKTPOHHOI B3aEMOIiT e1eKTpo-
HHOI CHCTEMM OXOPOHM 3710POB’Sl 3 inmuMu indopmariiino-koMmyHikarusnuMu cucremamu. Cepes mep-
CHEKTHBHUX JIOC/IHUIBKIX 3aBlaHb — mpolieMa 3a0e3Medenns CTaHIapTH3aIli MPOrPAMHUX CHCTEM
Ta iHpopMaiitHol 6e3Mekn TaHNX; 3HAXOMKEHHsI aJleKBaTHUX TPABOBUX OANaHCIB MikK 3a0€3eUeHHsIM
myGIiYHOCT] 1 IPO30POCTI BIIKPUTHX JIAHUX Ta 3aXUCTy MpUBaTHOI iH(OpPMaIil Bi/i HECAHKI[IOHOBAHOTO
JOCTYILy; TEXHOJIOTIUHE Ta IIPaBOBE BPETy/IIOBAHHS HA/aHHS MOCIYT Yepe3 CyJacHUl MexaHi3M TejeMe-
JIMIHA.

Kiouogi cioBa: 1ndposisaliis 0XopoHu 310poB’st, basianc myGiuHIX Ta IPMBATHUX IHTEPECiB, 3arpo-
3U CYCIIIBHOMY OJIATOIOJTy 4o,
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